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Breach Defined
An impermissible use or disclosure of 

protected health information 

Four Factors: 

1. The nature and extent of the protected health 

information involved

2. The unauthorized person who used the 

protected health information or to whom the 

disclosure was made

3. Whether the protected health information was 

actually acquired or viewed

4. The extent to which the risk to the protected 

health information has been mitigated



Exceptions to a Breach

1. Secured (encrypted) PHI

2. Unintentional access, acquisition, or use 

3. Inadvertent disclosure to an authorized person

4. Inability to retain PHI



Minimum Necessary Use

PHI should only be used or disclosed for a 

legitimate purpose and only to the extent 

necessary to perform a particular task or function 



Treatment, Payment, 

Operations (TPO)
• Treatment - Provision, coordination, or management of health care and 

related services among health care providers or by a health care 

provider with a third party, consultation between health care providers 

regarding a patient, or the referral of a patient from one health care 

provider to another

• Exception to Minimum Necessary Use - covered entities are not 

required to apply the minimum necessary standard to disclosures to 

or requests by a health care provider for treatment purposes.

• Payment - encompasses the various activities of health care providers to 

obtain payment or be reimbursed for their services

• Healthcare Operations - are certain administrative, financial, legal, and 

quality improvement activities of a covered entity that are necessary to 

run its business and to support the core functions of treatment and 

payment

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/disclosures-treatment-payment-health-care-operations/index.html



Access to a Minor’s Records

◼ Minor is 13 years old

◼ Teenager was seen by the provider without a parent present, 

parent consented to a private visit 

◼ Teenager was provided birth control at the visit

◼ Rx was filled at a local family planning clinic versus hospital or 

retail pharmacy 

◼ Mother requested daughter’s records and saw the Rx for 

birth control 

◼ Daughter filed a complaint with the hospital Privacy Officer. 

Was this a breach? 



Sending Patients to Collections

◼ Psychotherapy Provider sent past due patient bills to 
collection agency to collect past due amounts

◼ Provider entered a BAA with the collection agency 

◼ Patient bills sent to collection agency included: 

◼ Patient Name

◼ Diagnoses

◼ CPT Codes

◼ Date(s) of service

◼ Court cases filed with patients that remained in collections 
which included all the information disclosed to the collection 
agency

Was this a breach? 
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What happened in this case? 

◼ OCR ruled the practice was not a HIPAA-covered entity 

◼ Did not submit information electronically

◼ OCR did make the statement that had this been a HIPAA 

covered entity, this would be considered a breach 

◼ New Jersey suspended license of the provider

◼ Provider order to pay a fine according to State privacy laws

◼ Provider contested and case made it to NJ appellate court 

where Provider was not reinstated under State privacy laws 



Facebook Comments

◼ Lab tech at the hospital commented on a highway patrol 

Facebook post announcing a fatal car crash

◼ The victim was brought to the ER at the hospital the Lab Tech 

was employed at. Lab Tech was working at the time. 

◼ Lab Tech commented: “She (the victim) should have worn her 

seat belt”. 

◼ Family member replied to her comment asking if she 

working. Lab Tech responded: “Yepp. I was working today 

when they came in the ER”.

Was this a breach? 



Web Forms

◼ Hospital has Contact Form on its website 

◼ Website has SSL encryption 

◼ Website is built in WordPress 

◼ Contact Form are integrated from WordPress 

◼ Contact Form request name, email, phone number, and a 

comment box 

◼ Web Form has been used on website for 3.5 years with over 

1,000 patients and personal representatives using the web 

form during that time frame

Was this a breach? 



Parental Notification

◼ Toddler died in a home accident in a small town 

◼ Biological parents had terminated rights to the child, child 

was in the process of being adopted 

◼ Hospital was aware the child was in foster care 

◼ Hospital administration notified toddler’s biological parents 

of the child’s death 

Was this a breach? 



Patient Screening

◼ Patient contacts provider office to establish care.

◼ Prior to accepting the patient, the physician reviews the EMR 

records of the patient to determine whether or not the 

physician will accept the patient. 

◼ Physician is employed at the hospital where the patient has 

been seen by other providers. Patient has extensive EMR 

records at the hospital. 

Was this a breach? 



Power of Attorney

◼ Patient’s brother had a POA with an expiration date of July 1st

◼ Patient’s brother submitted a request for copies of brother’s 

records on June 20th

◼ HIM took 2 weeks to get to the request, therefore the POA 

was expired when the request was reviewed 

◼ HIM deemed since the POA was valid at the time of the 

request,  the request was valid and record copies were 

provided to patient’s brother

Was this a breach? 



Removing Records

◼ Employees take patient records out of the facility 

◼ Typical practice for the facility

◼ Sometimes records are out for “extended” periods 

◼ Sometimes records are left at home with access to records by 

family members 

◼ Sometimes are left in vehicles 

◼ Facility did not have a written policy but seemed to condone 

this practice 

◼ Facility unable to determine if records are missing 

Was this a breach? 



Records Disposal

◼ Employee mixed up shredding with trash

◼ Trash was compacted into a compressed 

square to go to the dump

◼ Unable to separate the compressed trash 

to determine PHI 



Strategies to Reduce Risk

◼ Minimize identifiers

◼ Reports

◼ Extracts (Excel files)

◼ Emails

◼ When identifier minimization is not an 

option:

◼ Limit retention of data

◼ Limit access to folders

◼ Limit recipients to emails



Strategies to Reduce Risk

◼ Defense-in-Depth Principle

◼ The safeguards followed by the majority of 

workforce members can be undone by the action 

of one.

◼ Safeguards include:

◼ Encryption

◼ Access control

◼ End-point protection

◼ Identifier minimization



Preventing Breaches

◼ Training Employees

◼ Policies and Procedures

◼ Policy Enforcement 

◼ Risk Analysis

◼ RISK MANAGEMENT

◼ Risk Tolerance 

◼ Audits and Monitoring 

◼ Data Governance/Management

◼ Board/Management Accountability 
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sarah@hipaatrek.com

314-272-2600

Andrew Rodriguez

andrew@privacyinfosec.com


